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1 Document management

\ Version Date Status Description of the alterations/comments
1 23/02/2018 Draft Initial version of the cookbook
1.1 02/03/2018 Draft Additional input Michel Legrand and Dirk Vanneste
1.2 03/03/2018 Draft Start description of web services validation and
errors
1.3 08/03/2018 Draft KMEHR message: request updated

(id_encryption_actor & cd_encryption_actor)

1.3.1 14/03/2018 Draft Updates to the lay-out of the document: changing
footer & document name

1.4 26/03/2018 Draft Addition of the sequence diagram (procedure to
invoke the web services)
Addition of transaction types
Corrections to KMEHR examples
Adding JSON of full assessment Explanation of
encrypted data

1.4.1 06/04/2018 Draft Adjusting of method examples to interface v1

1.5 11/04/2018 Draft Renewing of method examples to interface vi

1.5.1 21/06/2018 Final Small adjustments because of comparison with Dutch
cookbook. Examples of each method were added to
the document.
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2 Purpose of this document

The purpose of this cookbook is to make BelRAI accessible to organisations that wish to
make use of the BelRAI web services. The document is aimed at developers who want to
integrate BelRAI web services into an external software application.

2.1 Description of BelRAI

The BelRAI 2.0 project fits into action point 8 of the eHealth Action Plan for the years
2013 to 2018, "Introduction of a uniform assessment tool", with the following objectives:

e Generalise use of BelRAI in Belgium for all vulnerable people who are confronted
with complex and multidimensional problems (medical and/or mobility problems,
food, hygiene, disability, etc.).

e Have an IT tool that is user-friendly, can be adapted to the environment of the
field actors and facilitates multidisciplinary cooperation.

The "BelRAI 2.0" project aims to fully support action point 8 of the eHealth plan, by
rolling out a web application, web service, mobile app, demo application and a database,
which will allow to scale the vulnerability, care needs and self-reliance of people. It is a
multidisciplinary application which transcends regions and communities. BelRAI 2.0 aims
to measure a person's care needs in a standardised and structured manner. The figure
below shows the different interfaces offered by BelRAI. This cookbook only deals with the
web service for the care provider.
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Figure 1: High level architecture BelRAI
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3 Invoking the BelRAI web services

This chapter discusses the conditions and procedure for invoking the BelRAI web
services. The conditions are discussed first, followed by an explanation of the process. If
the conditions are not respected, the web services will not be accessible.

3.1 Conditions

3.1.1 Circle of trust

Unlike the BelRAI web application, the web services do not verify the identity of the user
from the organisation. The responsibility of user management lies with the organisation
that invokes the web service.

A Circle of Trust ensures that only organisations with a strict security policy can use the
BelRAI web services.

Organisations (with INAMI/RIZIV number) that can invoke the web service!:

e Hospital (hospital)

¢ Homecare (homecare)

e Retirement home (retirement)

e Residential Care Centres (residentialcare)
e Psychiatric Care Centres (psych_house)

3.1.2 Application for eHealth certificate for the organisation

In order to access the BelRAI web services, an eHealth Secure Token Service (STS) token
is required. This token will authenticate the user, and will be used for all interactions with
the BelRAI web services during the started session.

A token can only be obtained when the organisation has applied for a certificate from the
eHealth platform.

3.1.3 Software requirements

The application that the BelRAI web service wishes to use, can only be used if the BelRAI
questionnaires are built in. The outlines of these lists are available on the BelRAI Content
Management System. As a supplier of customised software, you must meet the
accreditation criteria as set out in the BelRAI terms of use. These are available on the
BelRAI website or on the content management system.

1 This list will be extended in the future in line with the integration of authentic sources of
recognised legal entities.
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3.2 Procedure

Once the organisation meets all the conditions, the methods offered can be invoked.

procedure is explained in the sequence diagram below.

The

Organisatie via eHealth 515 eHealth ETK eHealth ESB
zorgtoepassing

Token aanvrageni)

Tijdelijk token terugsturen()
-

Aanvragen van publieke sleutel BelRAI 2.0()

>

sleutel opzoeken()

BelRAI 2.0 publieke sleutel()

-

i Encrypteren van request()

Verstuur ge-encrypteerde request en token()

-

BelRAI 20 web service

i Token verifigren()
i validiteit van de request valideren()

Request aan BelRAI versturen()
—

Publieke sleutel van de organisatie opvragen()

i Sleutel opzoeken()

Publieke sleutel van de organisatie()

Ge-encrypteerd antwoord terugsturen()

—
-

i Antwoord decrypteren()

-
i Request decrypteren()

i Boodschap verwerken()
i Antwoord encrypteren()

Antwoord versturen()

i Antwoord valideren()

Figure 2: Sequence diagram: using the BelRAI 2.0 web services
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4 Principles for using the web services

The BelRAI web services are aimed at exchanging BelRAI assessments between
organisations' own software and the BelRAI database. The characteristics of the
assessments exchanged are as follows:

e All assessments exchanged are final and concluded and cannot be modified,
overwritten or deleted.

e CAPs and scales are calculated centrally after uploading of the assessment. If you
have calculated CAPs and care scales locally, they will not be adopted.

e Multidisciplinary assessments are not possible via the web services

4.1 Access to patient data

Patient assessments can be retrieved from and uploaded to the BelRAI database, using
the BelRAI web services. However, this should take into account the informed consent of
the patient for the electronic sharing of health data. An explanation of informed consent
is available on the eHealth website.

4.1.1 Informed consent

"[...] is the permission that you, as a patient, give for the electronic and secure sharing
of your health data between the persons treating you. These data are only shared in the
context of the continuity and quality of medical care, taking into account the regulations
for the protection of your private life. These are your data and they will be protected.
You can at any time decide whether or not to share these data" (eHealth, 2018)2

If a patient has not given their informed consent, their health data may not be shared
between healthcare providers. The web service can still be used between the local
application and the central BelRAI database.

4.2 Retrieving templates and labels

The templates and labels are indispensable for the implementation of the BelRAI 2.0 web
services. These can be retrieved from the CMS system (see 3.1.3). This makes it possible
to:

e Make the templates available, and have them filled in by employees;
e Interpret the results obtained with the correct conclusions.

BelRAI 2.0 is responsible for the storage of the evaluations, and for the calculation of the
algorithms associated with these evaluations. Communication with BelRAI is therefore
based on key-value pairs (see 5.2).

’More information on informed consent can be found at:
https://www.ehealth.fgov.be/nl/egezondheid/patienten/patientconsent (in Dutch,
German or French only)

22/06/2018 BelRAI 2.0 Cookbook version 1.5.1 page 7 of 29


https://www.ehealth.fgov.be/nl/egezondheid/patienten/patientconsent

5 Methods offered

BelRAI offers 3 methods, namely:

¢ GetTransactionList: requesting a patient assessment list;
¢ GetTransaction: requesting a specific assessment;
¢ PutTransaction: uploading an assessment.

Each of the assessments requested or uploaded is complete, this goes for all three
methods. It is not possible to download or upload an incomplete assessment. Methods
offered in the past but not mentioned in this cookbook are outdated and are no longer

used.

5.1 Types of BelRAI assessments

BelRAI 2.0 accommodates different types of assessments. A BelRAI assessment is
typified by CD-TRANSACTION = belrai_evaluation. This type is included in some of the
KMEHR passages. The table below lists all types available in BelRAI, including the
corresponding CD-TRANSACTION type.

Assessment CD-TRANSACTION TYPE

Palliative screener

palliative_screener

Palliative Care

palliative_care

Mental Health

mental_health

Long Term Care Facilities

long_term_care_facilities

Home Care

home_care

Community Mental Health

community_mental_health

BelRAI screener

belrai_screener

Acute Care - Discharge Assessment

acute_care_discharge_assessment

Acute Care - Comprehensive
Geriatric Assessment Review

acute_care_comp_geriatric_assessment_review

Acute Care - Comprehensive
Geriatric Assessment Pre-morbid

acute_care_comp_geriatric_assessment_premorbid

Acute Care - Comprehensive
Geriatric Assessment Discharge

acute_care_comp_geriatric_assessment_discharge

Acute Care - Comprehensive
Geriatric Assessment Admission

acute_care_comp_geriatric_assessment_admission

Acute Care - Admission Assessment

acute_care_admission_assessment

An assessment that is uploaded to or downloaded from BelRAI via the web services
should be encrypted (this has already been mentioned in 3 and made concrete in 3.2 of
this cookbook). The structure of the encrypted assessment is explained below.

22/06/2018
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5.2 Format of the exchanged assessment

As explained earlier, BelRAI offers two methods for exchanging the contents of an
assessment, namely PutTransaction and GetTransaction (see 5). The two methods are
compared below. PutTransaction is aimed at sending an assessment to the BelRAI
database, GetTransaction retrieves a completed assessment from the BelRAI database.

Method

PutTransaction

Explanation Results in
transaction

Uploads an assessment to the BelRAI database; | [0]

when uploaded the results are calculated.

GetTransaction

Downloads an assessment from the BelRAI 2.0 | [0-*]
database

Due to the different nature of the data exchanged (results versus no results), the
evaluation exchanged looks somewhat different.

5.2.1 PutTransaction

The assessments from the BelRAI system are displayed as JSON. The JSON groups key-
value pairs. The keys are the iCodes from the iMatrix of BelRAI. As already described in
the principles, BelRAI 2.0 calculates the results of an assessment itself. This means that
any results which may already have been calculated in an external software system are
not necessary when uploading. The example below is illustrative, but gives an idea of
what the JSON looks like.

{

"responses" :
"MOD1":1,
"iGlaa":3,
"iGlab":3,
"iG1ba":3,
"iG1bb":3,

"iGlca":4,

"iG1lcb":4,

"iG1lda":5,

"iG1db":6,

"iGlea":1,

"iGleb":2,
"iG1fa":0,
"iG1fb":0,
"iGlga":5,
"iG1lgb":
"iGlha":
"iG1hb":
"MOD2":
"MOD3":
"MOD4":
"MOD5":

b

~ ~

~

~

~

ooopmmm

by

{

Figure 3: JSON without results

22/06/2018

BelRAI 2.0 Cookbook version 1.5.1 page 9 of 29




5.2.2 GetTransaction

As described in the principles, only finished assessments can be retrieved from BelRAIL
Therefore, when an assessment is downloaded from BelRAI, this assessment will also
include the calculated results. This means that the download will not only contain
"responses”, but "scores" as well. The example below is illustrative, but gives an idea of
what the JSON looks like.

{

"responses" : {
"iN2a" : "2",
"iKibb" : "180",
"iN2b" : "2",

"iN2c" : "3",
"iN2d" : "2",
"iN2e" : "3",
"IN2f" 2T,
"iIN2g" : "3",
+
"scores" : {
"sPURS" : {
"value" : "0",
"label_translation_id" : 13000,
"min_value" : "0",
"max_value" : "8",
b
b
b

Figure 4: JSON with results

The score shall contain:

e iCode [1]: Refers to the type of score (sPURS)

e Value [1]: The calculated score has value 0

e Label_translation_id [0-1]: reference to the corresponding label
e Min_value [0-1]: the score's minimum value

e Max_value [0-1]: the score's maximum value
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6 Structure of the KMEHR message

Each transaction should be drawn up following the KMEHR structure. This chapter will
show you what this structure looks like by means of xsd-schemes and tables.

6.1 General information

The xsd schema below shows the general information that is included in both KMEHR
requests and responses. The general information is repeated in each of the methods

described below.

[GetTra nsactionListRequestType @

| RequesiType

| coconcearry |

| attributez |
o

I

oo B

Figure 5: xsd schema: general information

This table provides an overview of the interpretation of the schema shown above:

Id [1-1] ID-KMEHR, consists of:
e The first Hcparty of the sender (see Hcparty below)
e Adot
e A local unique identifier within the system sending the
request/response
This composition is used when the ID-KMEHR is a part of the
HEADER.
If the ID-KMEHR occurs in the FOLDER, TRANSACTION, HEADING, or
ITEM element, the value is a sequential humber beginning with 1.
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Author

A transaction request or response is given by an organisation. This
organisation must be identified. In the case of a request, the identity

of the person making the request must also be provided.

Hcparty [2-2]

Generic element representing the healthcare party. For BelRAI web

services there will be one or more hcparty, namely:

Fields [as an organisation] [1-1]:

e ID-HCPARTY: INAMI/RIZIV number [1-1].

e ID-ENCRYPTION-ACTOR: INAMI/RIZIV number [1-1].
e CD-HCPARTY: Type of organisation [1-1].
[ ]

CD-ENCRYPTION-ACTOR: type of ID in ID_ENCRYPTION

ACTOR [1-17.
e Name of the organisation: Name [1-1].

Fields [as individual] [1-1]:
e Id: INAMI/RIZIV [0-1].
e Id: SSIN [1-1]
e (Cd: CD-HCPARTY: Type of individual [1-1]
e Name [0-1]
e First name [0-1]

Date [1-1]

Date of the transaction

Time [1-1]

Time of the transaction

Specifically for a response, the following fields will be returned as well:

: ) |
==

[GetTransactinn ListResponseType EJ_E)E‘_

-—————
| AcknowledgeType

Figure 6: xsd schema: general information in a response

Request Each response repeats the request.
Acknowledge iscomplete [1-1] if this is true then the response will be displayed.
Error [0-*] The error type is displayed here.

6.2 Encrypting the assessment

BelRAI assessments are sent with Base64EncryptedData. Base64EncryptedData contains
an encrypted KMEHR, with the structure of the folder from the KMEHR message. This
folder contains the exchanged assessment. The schema below shows the structure of this

folder.

22/06/2018
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PutTransactionRequestType [~

EncryptedData
BaseG4EncryptedData

Figure 7: structure of the folder

This structure contains the following information:

Id [1-1]

ID-KMEHR, consists of:
e The first Hcparty of the sender (see Hcparty below)

e Adot
e A local unique identifier within the system sending the
request/response

This composition is used when the ID-KMEHR is a part of the
HEADER.

If the ID-KMEHR occurs in the FOLDER, TRANSACTION, HEADING, or
ITEM element, the value is a sequential humber beginning with 1.

Patient ID [1-1].

National Register Number of the client to which the assessment
applies.

Transaction [1-1]

This contains the assessment with its metadata:
e ID [1-1]: Local ID of the transaction, this is not taken into
account in BelRAI;
e CD-TRANSACTION [1-1]: belrai-evaluation indicates that it
concerns an assessment for BelRAI.
e CD-TRANSACTION-TYPE [1-1]: this contains the type of the
assessment (see 5.1)
e Date [1-1]: Date on which the assessment was carried out
e Time [1-1]: Time at which the assessment was carried out
e Author [1-1]: the author of the assessment, with their data:
o National Register Number [1-1]
o Name [1-1]
e Iscomplete [1-1]
e Isvalidated [1-1]
e Item-Text: this contains the Base64 encoded evaluation. The
structure of this evaluation is described in 5.2.1 and 5.2.2.

22/06/2018
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An example of this data is shown below.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<be.fgov.ehealth.standards.kmehr.schema.vl.FolderType
xmlns:ns2="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ns4="http://www.ehealth.fgov.be/standards/kmehr/schema/v1"
xmlns:ns3="http://www.w3.0rg/2001/04/xmlenc#" >
<ns4:id S="ID-KMEHR" SV="1.0">Belrai.l</ns4:id>
<ns4:patient>
<ns4:id S="INSS" SV="1.0">1</ns4:id>
<ns4:firstname>Bennie</ns4:firstname>
<ns4:familyname>Villard</ns4:familyname>
<ns4:sex>
<ns4:cd S="CD-SEX" SV="1.1">male</ns4:cd>
</ns4:sex>
</ns4d:patient>
<ns4:transaction>
<ns4:id S="ID-KMEHR" SV="1.0">1</ns4:id>
<ns4:cd S="CD-TRANSACTION" Sv="1.11">belrai-evaluation</ns4:cd>
<ns4:cd S="CD-TRANSACTION-TYPE" SV="1.11">belrai_screener</ns4:cd>
<ns4:date>2018-04-117</ns4:date>
<ns4:time>09:23:05.299Z</ns4:time>
<ns4:author>
<ns4:hcparty>
<ns4:id S="ID-HCPARTY" SV="1.0">10000001</ns4:id>
<ns4:id S="INSS" SV="1.0">10000000001</ns4:id>
<ns4:firstname>CareFirstl</ns4:firstname>
<ns4:familyname>CarelLastl</ns4:familyname>
</ns4:hcparty>
</ns4:author>
<ns4:iscomplete>true</ns4:iscomplete>
<ns4:isvalidated>true</ns4:isvalidated>
<ns4:item>

<ns4:text>ewogICIyZXNwb25zZXMiIDogewogICAgIk1PRDEiIDogIjAiLAogICAgIk1PRDIiIDogIjAL
LAogICAgIk1PRDMiIDogIjAiLAogICAgIk1PRDQiIDogIjAiLAogICAgIk1PRDUIIDOgIjAiLAOgICAgIm
1HMmMY1iIDogIjAiLAogICAgIMIHMWhhIiA6ICIWIiwKICAgICIpRzIJoIiA6ICIWIiwKICAgICIpRzFoYiIg
0iAiMCIsCiAgICAiaUcxZmEiIDogIjAiLAogICAgIm1HMMOiIDogIjAiLAogICAgIMIHMWZiIiA6ICIWIL
WKICAgICIpRDEiIDOgIjAiLAogICAgImIHMWRhIiIA6ICIWIiwKICAgGICIpRzFKYiIgOiAiMCISCiAgICAL
aUMyYSIgOiAiMCIsCiAgICAiaUcxYmEiIDogIjAiLAogICAgImIDMmIiIDogI jAiLAOgICAgIMIHMWIiTI1
A6ICIWIiwKICAgICIpRzIiIiA6ICIWIiwKICAgICIpRzFNYSIgOiAiMCIsCiAgICAiaUcxZ2IiIDogIjAi
LAogICAgImMIHMWVhIiA6ICIwIiwKICAgICIpQjEwZCIgO0iAiMCIsCiAgICAiaUIXMGUiIDogIjAiLAogIC
AgImICMTBiIiA6ICIWIiwKICAgICIpQjEwYyIgOiAiMCIsCiAgICAiaUIXMGEiIDogIjAiLAogICAgIM1D
MSIgOiAiMCIsCiAgICAiaUcxZWIiIDogIjAiLAogICAgIMIHMWNhIiA6ICIWIiwKICAgICIpRzFjYiIgOi
AiMCIsCiAgICAiaUUzYSIgOiAiMCIsCiAgICAiaUcxYWEiIDogIjAiLAogICAgImlFM2IiIDogIjAiLAog
ICAgIMIHMWFiIiA6ICIWIiwKICAgICIpRTNFIiA6ICIWIiwkKICAgICIpRTNKIiA6ICIWIiwkKICAgICIpRT
NITiA6ICIWIiwKICAgICIpRTNMIiA6ICIwIgogIHOsCiAgInNjb3J1cyIg0iB7CiAgICAic2VjdGlvbl8w
MSIg0iB7CiAgICAgICI2YWx1ZSIgOiAiMCIsCiAgICAgICIsYWI1bF90cmFuc2xhdGlvb19pZCIgOiAXMD
AwMAOgICAgTSWKICAGICIZzZWNOaWOuXzAyIiA6IHSKICAGICAEINZhbHVIIiA6ICIWIiwKICAgGICAgImxh
YmVsX3RyYW5zbGFOaWOuX21kIiA6IDEWMTAWCiAgICBILAogICAgINN1Y3Rpb25fMDMiIDogewogICAgIC
AidmFsdWUiIDogIjAiLA0gICAgICAibGFiZWxFdHIhbnNsSYXRpb25faWQiIDogMTAYMDAKICAEIHOSCiAg
ICAic2VjdGlvb18wNCIgOiB7CiAgICAgICI2YWx1ZSIgOiAiMCIsCiAgICAgICIsYWI1bF90cmFuc2xhdG
1vb19pZCIg0iAXMDMWMAOEICAGTFSWKICAEICIZZWNOaWOuXzA1IiA6IHSKICAGICAEINZhbHVIIiA6ICIw
TiwKICAgICAgImxhYmVsX3RyYW5zbGFOaWOuX21kIiA6IDEWNDAwCiAgICBILAogICAgImlhaW4diIDogew
0gICAgICAidmFsdWUiIDogIjAiCiAgICBILAOgICAEIMZ1bGXFAmFsIiA6IHSKICAgGICAEINZhbHV1IiA6
ICIMYWxzZSIKICAgIHOKICBICnO=</ns4:text>
</ns4:item>
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</folder>

Figure 8: content of encrypted message
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6.3 GetTransactionList

In addition to the general information discussed above, the following elements must be
added to the GetTransactionList request:

GetTransactionListRequesiType [l ==

e
| eeemsmnd ]
Figure 9: xsd schema: GetTransactionList request
Patient Assessments are linked to a patient (client). This patient is

identified by their National Register Number. If you want to
request the list of patient assessments, the patient must be
included in the request.

o Id: Patient National Register Number (SSIN) [1-1]7.

6.3.1 GetTransactionlList Response

In addition to the general information described above, GetTransactionList's response
provides a list of assessments performed on behalf of the client. These assessments can
be found in the response as follows.

Figure 10: xsd schema: GetTransactionList response

kmehrheader [0-1] | If the request is processed successfully, a kmehrheader is
returned. This kmehrheader contains a folder with:
e Patient identification data
e Multiple transactions: this is a list of assessments that have
taken place on behalf of the client.
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6.4 GetTransaction

The structure of the GetTransaction request is largely the same as that of the
GetTransactionList. The major difference, however, is that with this method a specific
assessment is requested.

|Ee$e£l1;ti:'ﬁ-|:e_ __________ —|
| [ Patientahpe | |

[GeftTransacﬁDanequestType @ | m= | == : I
I Ly |
| En;li;?a;’-;u? _____

|

| pre—y
| =.
|

|
|
| [Cransacion B L
| | 2 0=
| | -4 auhor B3
| [ _—— _ _ _ _ J
Figure 11: xsd schema: GetTransaction request
| 1d | TRANSACTION ID: this is the id of the BelRAI assessment [1-1].

6.4.1 GetTransaction Response

GefTransactionResponseType [}

Figure 12: xsd schema: GetTransaction response

The GetTransaction response largely contains the same general fields as described
above. Unlike GetTransactionList (where the list of transactions was requested), here a
specific assessment is requested. Since sensitive information is exchanged during this
process, the assessment is encrypted and included in the Base64EncryptedData. The
actual assessment is additionally encrypted.
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6.5 PutTransaction

The PutTransaction request is structured in the same way as the GetTransaction and
GetTransactionList request. With this specific web service, however, an assessment is
uploaded to BelRAI. The following information can be found in the kmehrmessage of
PutTransaction:

—| request *

kmehr:kmehrmessageType

[F'utTransa ctionRequestType EJ_E)E‘_ : |

| : creation date of the me=age

Figure 13: xsd schema: PutTransaction request

Standard Header Standard: this is the version of the KMEHR specification
used. [1-1]

Id [1-1] ID-KMEHR, consists of:

e The first Hcparty of the sender (see Hcparty below)

e Adot

e A local unique identifier within the system sending the
request/response

This composition is used when the ID-KMEHR is a part of the
HEADER.
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If the ID-KMEHR occurs in the FOLDER, TRANSACTION,
HEADING, or ITEM element, the value is a sequential humber
beginning with 1.

Date [1-1]

Date of the assessment

Time [1-1]

Time of the assessment

Sender [2-2]

It should be indicated here who is sending the assessment and
who has completed the assessment. Both are mandatory.

The sender consists of one or more hcparty, namely:

Fields [as an organisation] [1-1]:
e ID-HCPARTY: INAMI/RIZIV number [0-1].
e CD-HCPARTY: Type of organisation [1-1].
¢ Name of the organisation: Name [1-1].

Fields [as individual] [1-1]:
¢ INAMI/RIZIV [0-1]
e SSIN [1-1]
e CD-HCPARTY: Type of individual [1-1]
e Name [0-1]
e First name [0-1]

Recipient [1-1]

This is the recipient of the transaction, in this case the BelRAI
application.

Base64EncryptedData
[1-1]

Herein the encrypted assessment is stored in a base64 encoded
format. The criteria for this assessment are as follows:

e It should be valid (the type of assessment must be
known, all questions and answers must be known in the
form type);

e It may not include results, these are calculated in BelRAL

6.5.1 PutTransaction Response

[F‘utTransactinnREEpnnseType = == X

-—————
| AcknowledgeType
[

| |—i:::ll:i-Hl.lEHFc_‘

|

— PR N
4 st Bz s G (S st | |
1.0 |

Figure 14: xsd schema: PutTransaction response

An assessment without a version will be interpreted by BelRAI as the most recently
known version. A successful PutTransaction will be answered by BelRAI with a transaction
ID. This transaction ID corresponds to the ID of the uploaded assessment in BelRAI.

The results of the uploaded assessment are not automatically included in PutTransaction
response. This ID can be used in GetTransaction to obtain the assessment and its results.
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6.6 Possible errors

belrai_001

Request not defined

The 'request' element is missing or incomplete in the sent KMEHR
structure.

belrai_002

Syntax error, missing hcparty. Must contain at least one
orghospital and one persphysician

This error can occur in the request of any method or in the PutTransaction
KMEHR message.

belrai_003

No valid syntax on persphysician hcparty

This error message indicates that an invalid National Registration Number
has been included for the person in hcparty.

belrai_004

No valid syntax on orghospital hcparty

This error message indicates that an invalid RIZIV/INAMI number or CBE
number has been included in the hcparty.

belrai_005

Syntax error on the decrypted folder

Error that may occur with PutTransaction. The encrypted message
contains an error.

belrai_006

Form not found in local database with the specified id

Error that may occur with GetTransaction. The requested assessment was
not found in BelRAI.

belrai_007

The specified form id fetched a form but this one doesn't match
with the selected patient SSIN

Error that may occur with GetTransaction. The requested assessment was
found in BelRAI, but does not belong to the patient who was mentioned in
the request.

belrai_008

The selected patient does not have any closed form yet

Error that may occur with GetTransactionList. There are no finalised
assessments for this patient yet.

belrai_009

The transaction does not contain data

Error that may occur with GetTransaction. The transaction does not
contain the identifier of the requested form.

belrai_010

No valid syntax on Transaction

Error that may occur with GetTransaction. The syntax of the requested
identifier is not recognized by BelRAI.

belrai_011

The folder should contain at least one valid kmehr Id, at least one
Patient and only one Transaction

Error that may occur with PutTransaction. The message included does not
contain the necessary information.

22/06/2018

BelRAI 2.0 Cookbook version 1.5.1 page 20 of 29




belrai_012 | The Kmehrmessage should not be null
Error that may occur with PutTransaction. The KMEHR message included
(which contains the assessment) is empty.

belrai_013 | Kmehrmessage should contain a Base64-encoded and end-to-end-
encrypted businessdata
Error that may occur with PutTransaction. The KMEHR message included
was not correctly encrypted or encoded as Base64.

belrai_014 | No valid syntax on Kmehrmessage
Generic response in the event of an error in the transmitted KMEHR
message. This error may occur with PutTransaction.

belrai_015 | No Patient SSIN specified
Error that may occur with all methods. If no National Registration Number
is specified for the patient, no assessments can be retrieved or uploaded.

belrai_016 | Patient not found in local database with the specified SSIN
Error that may occur with PutTransaction. The patient was not found,
which means the assessment cannot be stored in BelRAI.

belrai_017 | Unknown error, contact the support team

belrai_018 | Error occurs while decryption/encryption folder

Error that occurs during the encryption or decryption of the assessment.
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7 Method examples

Here you will find some examples of each method discussed above. These examples may
help to construct the KMEHR message. The examples are listed in order of the proposed
methods, and each consists of a pair (request-response).

7.1 GetTransactionList — Request

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns="http://www.ehealth.fgov.be/kmehrservices/protocol/v1"
xmlns:kc="http://www.ehealth.fgov.be/kmehrservices/core/v1"
xmlns:k="http://www.ehealth.fgov.be/standards/kmehr/schema/v1">
<soapenv:Header/>
<soapenv:Body>
<GetTransactionListRequest >
<kc:request>
<kc:id S="ID-KMEHR" SV="1.0">71071801.12345</kc:id>
<kc:author>
<k:hcparty>
<k:id S="ID-HCPARTY" SV="1.0">71071801</k:id>
<k:id SvV="1.0" S="ID-ENCRYPTION-ACTOR">0206653946</k:id>
<k:cd SV="1.1" S="CD-HCPARTY">orghospital</k:cd>
<k:cd Sv="1.0" S="CD-ENCRYPTION-ACTOR">CBE</k:cd>
<k:name>Hbépital civil de Test</k:name>
</k:hcparty>
<k:hcparty>
<k:id S="ID-HCPARTY" SV="1.0">10000001</k:id>
<k:id S="INSS" SV="1.0">71050643439</k:id>
<k:cd S="CD-HCPARTY" Sv="1.12">persphysician</k:cd>
<k:firstname>Toto</k:firstname>
<k:familyname>LeHéros</k:familyname>
</k:hcparty>
</kc:author>
<kc:date>2017-11-08</kc:date>
<kc:time>13:45:12</kc:time>
<kc:maxrows>10</kc:maxrows>
</kc:request>
<kc:select>
<kc:patient>
<kc:id S="INSS" SV="1.0">93110828946</kc:id>
</kc:patient>
</kc:select>
</GetTransactionListRequest>
</soapenv:Body>
</soapenv:Envelope>
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7.2 GetTransactionList — Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns5:GetTransactionListResponse xmlns="http://www.ehealth.fgov.be/kmehrservices/core/v1l"
xmlns:ns2="http://www.ehealth.fgov.be/standards/kmehr/schema/v1l"
xmlns:ns3="http://www.w3.0rg/2000/09/xmldsig#" xmlns:ns4="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:ns5="http://www.ehealth.fgov.be/kmehrservices/protocol/v1i">
<response>
<id S="ID-KMEHR" SV="1.0">29</id>
<author>
<ns2:hcparty>
<ns2:cd S="CD-HCPARTY" SV="1.12">Belrai</ns2:cd>
<ns2:cd S="CD-APPLICATION" SV="1.1">application</ns2:cd>
</ns2:hcparty>
</author>
<date>2018-04-11+02:00</date>
<time>07:50:28.546+02:00</time>
<request>
<id S="ID-KMEHR" SV="1.0">71071801.12345</id>
<author>
<ns2:hcparty>
<ns2:id S="ID-HCPARTY" SV="1.0">71071801</ns2:id>
<ns2:id S="ID-ENCRYPTION-ACTOR" SV="1.0">0206653946</ns2:id>
<ns2:cd S="CD-HCPARTY" SV="1.1">orghospital</ns2:cd>
<ns2:cd S="CD-ENCRYPTION-ACTOR" SV="1.0">CBE</ns2:cd>
<ns2:name>Hoépital civil de Test</ns2:name>
</ns2:hcparty>
<ns2:hcparty>
<ns2:id S="ID-HCPARTY" SV="1.0">10000001</ns2:id>
<ns2:id S="INSS" SV="1.0">71050643439</ns2:id>
<ns2:cd S="CD-HCPARTY" SV="1.12">persphysician</ns2:cd>
<ns2:firstname>Toto</ns2:firstname>
<ns2:familyname>LeHéros</ns2:familyname>
</ns2:hcparty>
</author>
<date>2017-11-08</date>
<time>13:45:12</time>
<maxrows>10</maxrows>
</request>
</response>
<acknowledge>
<iscomplete>true</iscomplete>
</acknowledge>
<kmehrheader>
<folder>
<patient>
<ns2:id S="INSS" SV="1.0">93110828946</ns2:id>
<ns2:firstname>Leonidas</ns2:firstname>
<ns2:familyname>Rothery</ns2:familyname>
<ns2:sex>
<ns2:cd S="CD-SEX" SV="1.1">male</ns2:cd>
</ns2:sex>
</patient>
<transaction>
<id S="ID-KMEHR" SV="1.0" SL="ID-FORM">4</id>
<cd S="CD-TRANSACTION" SV="1.11">belrai-evaluation</cd>
<cd S="CD-TRANSACTION-TYPE" SV="1.11">home_care</cd>
<date>2018-04-11+02:00</date>
<time>07:50:28.516+02:00</time>
<author>
<ns2:hcparty>
<ns2:id S="ID-HCPARTY" SV="1.0">10000001</ns2:id>
<ns2:id S="INSS" SV="1.0">10000000001</ns2:id>
<ns2:firstname>CarefFirstl</ns2:firstname>
<ns2:familyname>Carelastl</ns2:familyname>
</ns2:hcparty>
</author>
<iscomplete>true</iscomplete>
<isvalidated>true</isvalidated>
<recorddatetime>2018-04-11T07:50:28.516+02:00</recorddatetime>
</transaction>
<transaction>
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<id S="ID-KMEHR" SV="1.0" SL="ID-FORM">3</id>
<cd S="CD-TRANSACTION" SV="1.11">belrai-evaluation</cd>
<cd S="CD-TRANSACTION-TYPE" SV="1.11">belrai_screener</cd>
<date>2018-04-11+02:00</date>
<time>07:50:28.526+02:00</time>
<author>
<ns2:hcparty>
<ns2:id S="ID-HCPARTY" SV="1.0">10000001</ns2:id>
<ns2:id S="INSS" SV="1.0">10000000001</ns2:id>
<ns2:firstname>CareFirstl</ns2:firstname>
<ns2:familyname>CarelLastl</ns2:familyname>
</ns2:hcparty>
</author>
<iscomplete>true</iscomplete>
<isvalidated>true</isvalidated>
<recorddatetime>2018-04-11T07:50:28.526+02:00</recorddatetime>

</transaction>
<transaction>

<id S="ID-KMEHR" SV="1.0" SL="ID-FORM">2</id>
<cd S="CD-TRANSACTION" SV="1.11">belrai-evaluation</cd>
<cd S="CD-TRANSACTION-TYPE" SV="1.11">belrai_screener</cd>
<date>2018-04-11+02:00</date>
<time>07:50:28.531+02:00</time>
<author>
<ns2:hcparty>
<ns2:id S="ID-HCPARTY" SV="1.0">71071801</ns2:id>
<ns2:name>Hoépital civil de Test</ns2:name>
</ns2:hcparty>
</author>
<iscomplete>true</iscomplete>
<isvalidated>true</isvalidated>
<recorddatetime>2018-04-11T07:50:28.531+02:00</recorddatetime>

</transaction>
<transaction>

<id S="ID-KMEHR" SV="1.0" SL="ID-FORM">1</id>
<cd S="CD-TRANSACTION" SV="1.11">belrai-evaluation</cd>
<cd S="CD-TRANSACTION-TYPE" SV="1.11">belrai_screener</cd>
<date>2018-04-11+02:00</date>
<time>07:50:28.545+02:00</time>
<author>
<ns2:hcparty>
<ns2:id S="ID-HCPARTY" SV="1.0">15882264650</ns2:id>
<ns2:id S="INSS" SV="1.0">80120922112</ns2:id>
<ns2:firstname>Barry</ns2:firstname>
<ns2:familyname>Allen</ns2:familyname>
</ns2:hcparty>
</author>
<iscomplete>true</iscomplete>
<isvalidated>true</isvalidated>
<recorddatetime>2018-04-11T07:50:28.545+02:00</recorddatetime>

</transaction>
</folder>
</kmehrheader>
</ns5:GetTransactionListResponse>

</soap:Body>
</soap:Envelope>
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7.3 GetTransaction — Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns="http://www.ehealth.fgov.be/kmehrservices/protocol/v1"
xmlns:kc="http://www.ehealth.fgov.be/kmehrservices/core/vl"
xmlns:k="http://www.ehealth.fgov.be/standards/kmehr/schema/v1">
<soapenv:Header/>
<soapenv:Body>
<GetTransactionRequest>
<kc:request>
<kc:id S="ID-KMEHR" SV="1.0">11100110010.12345</kc:id>
<kc:author>
<k:hcparty>
<k:id SV="1.0" S="ID-HCPARTY">11100110010</k:id>
<k:id SV="1.0" S="ID-ENCRYPTION-ACTOR">0206653946</k:id>
<k:cd SV="1.1" S="CD-HCPARTY">orghospital</k:cd>
<k:cd SV="1.0" S="CD-ENCRYPTION-ACTOR">CBE</k:cd>
<k:name>Hospital2</k:name>
</k:hcparty>
<k:hcparty>
<k:id SV="1.0" S="ID-HCPARTY">10082555045</k:id>
<k:id Sv="1.0" S="INSS">71050643439</k:id>
<k:cd SV="1.1" S="CD-HCPARTY">persphysician</k:cd>
<k:firstname>Toto</k:firstname>
<k:familyname>LeHéros</k:familyname>
</k:hcparty>
</kc:author>
<kc:date>2017-11-08</kc:date>
<kc:time>13:45:12</kc:time>
</kc:request>
<kc:select>
<kc:patient>
<kc:id S="INSS" SV="1.0">93110828946</kc:id>
</kc:patient>
<kc:transaction>
<kc:id S="LOCAL" SV="1.0">2</kc:id>
<kc:author>
<k:hcparty>
<k:id SV="1.0" S="ID-HCPARTY">NIHII_hospitall</k:id>
<k:cd SV="1.1" S="CD-HCPARTY">orghospital</k:cd>
<k:name>Hospitall</k:name>
</k:hcparty>
<k:hcparty>
<k:id Sv="1.0" S="ID-HCPARTY">10082555045</k:id>
<k:id Sv="1.0" S="INSS">71050643439</k:id>
<k:cd SV="1.1" S="CD-HCPARTY">persphysician</k:cd>
<k:firstname>Toto</k:firstname>
<k:familyname>LeHéros</k:familyname>
</k:hcparty>
</kc:author>
</kc:transaction>
</kc:select>
</GetTransactionRequest>
</soapenv:Body>
</soapenv:Envelope>
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7.4 GetTransaction — Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns5:GetTransactionResponse xmlns="http://www.ehealth.fgov.be/kmehrservices/core/v1"
xmlns:ns2="http://www.ehealth.fgov.be/standards/kmehr/schema/v1l"
xmlns:ns3="http://www.w3.0rg/2000/09/xmldsig#" xmlns:ns4="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:ns5="http://www.ehealth.fgov.be/kmehrservices/protocol/v1">
<response>
<id S="ID-KMEHR" SV="1.0">26</id>
<author>
<ns2:hcparty>
<ns2:cd S="CD-HCPARTY" SV="1.12">Belrai</ns2:cd>
<ns2:cd S="CD-APPLICATION" SV="1.1">application</ns2:cd>
</ns2:hcparty>
</author>
<date>2018-04-10+02:00</date>
<time>13:18:29.039+02:00</time>
<request>
<id S="ID-KMEHR" SV="1.0">11100110010.12345</id>
<author>
<ns2:hcparty>
<ns2:id S="ID-HCPARTY" SV="1.0">11100110010</ns2:id>
<ns2:id S="ID-ENCRYPTION-ACTOR" SV="1.0">0206653946</ns2:id>
<ns2:cd S="CD-HCPARTY" SV="1.1">orghospital</ns2:cd>
<ns2:cd S="CD-ENCRYPTION-ACTOR" SV="1.0">CBE</ns2:cd>
<ns2:name>Hospital2</ns2:name>
</ns2:hcparty>
<ns2:hcparty>
<ns2:id S="ID-HCPARTY" SV="1.0">10082555045</ns2:id>
<ns2:id S="INSS" SV="1.0">71050643439</ns2:id>
<ns2:cd S="CD-HCPARTY" SV="1.1">persphysician</ns2:cd>
<ns2:firstname>Toto</ns2:firstname>
<ns2:familyname>LeHéros</ns2:familyname>
</ns2:hcparty>
</author>
<date>2017-11-08</date>
<time>13:45:12</time>
</request>
</response>
<acknowledge>
<iscomplete>true</iscomplete>
</acknowledge>
<kmehrmessage>
<ns2:header>
<ns2:standard>
<ns2:cd S="CD-STANDARD" SV="1.19">20161209</ns2:cd>
</ns2:standard>
<ns2:id S="ID-KMEHR" SV="1.0">27</ns2:id>
<ns2:date>2018-04-10+02:00</ns2:date>
<ns2:time>13:18:29.047+02:00</ns2:time>
<ns2:sender>
<ns2:hcparty>
<ns2:cd S="CD-HCPARTY" SV="1.12">Belrai</ns2:cd>
<ns2:cd S="CD-APPLICATION" SV="1.1">application</ns2:cd>
</ns2:hcparty>
</ns2:sender>
</ns2:header>
<ns2:Base64EncryptedData>
<ns2:cd S="CD-ENCRYPTION-METHOD" SV="1.0">CMS</ns2:cd>
<ns2:Base64EncryptedValue>..... </ns2:Base64EncryptedValue>
</ns2:Base64EncryptedData>
</kmehrmessage>
</ns5:GetTransactionResponse>
</soap:Body>
</soap:Envelope>

22/06/2018 BelRAI 2.0 Cookbook version 1.5.1 page 26 of 29



7.5 PutTransaction — Request

<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns="http://www.ehealth.fgov.be/kmehrservices/protocol/v1"
xmlns:kc="http://www.ehealth.fgov.be/kmehrservices/core/v1"
xmlns:k="http://www.ehealth.fgov.be/standards/kmehr/schema/v1">
<soapenv:Header/>
<soapenv:Body>
<PutTransactionRequest>
<kc:request>
<kc:id Sv="1.0" S="ID-KMEHR">1000000001.237</kc:id>
<kc:author>
<k:hcparty>
<k:id S="ID-HCPARTY" SV="1.0">71071801</k:id>
<k:id Sv="1.0" S="ID-ENCRYPTION-ACTOR">71071801</k:id>
<k:cd SV="1.1" S="CD-HCPARTY">orghospital</k:cd>
<k:cd SV="1.0" S="CD-ENCRYPTION-ACTOR">NIHII-HOSPITAL</k:cd>
<k:name>Hoépital civil de Test</k:name>
</k:hcparty>
<k:hcparty>
<k:id Sv="1.0" S="ID-HCPARTY">100000001</k:id>
<k:id SV="1.0" S="INSS">10000000001</k:id>
<k:cd SV="1.1" S="CD-HCPARTY">persphysician</k:cd>
<k:firstname>Daenerys</k:firstname>
<k:familyname>Targaryen</k:familyname>
</k:hcparty>
</kc:author>
<kc:date>2009-11-20</kc:date>
<kc:time>09:09:26</kc:time>
</kc:request>
<kc:kmehrmessage>
<k:header>
<k:standard>
<k:cd SV="1.0" S="CD-STANDARD">20090101</k:cd>
</k:standard>
<k:id Sv="1.0" S="ID-KMEHR">71071801.456</k:id>
<k:date>2009-01-01</k:date>
<k:time>12:00:00</k:time>
<k:sender>
<k:hcparty>
<k:id S="ID-HCPARTY" SV="1.0">71071801</k:id>
<k:cd S="CD-HCPARTY" SV="1.12">orghospital</k:cd>
<k:name>Hbépital civil de Test</k:name>
</k:hcparty>
<k:hcparty>
<k:id Sv= 0" S="ID-HCPARTY">100000001</k:id>
<k:id Sv= 0" S="INSS">10000000001</k:id>
<k:cd SV="1.1" S="CD-HCPARTY">persphysician</k:cd>
<k:firstname>Daenerys</k:firstname>
<k:familyname>Targaryen</k:familyname>
</k:hcparty>
</k:sender>
<k:recipient>
<k:hcparty>
<k:cd S="CD-HCPARTY" Sv="1.3">application</k:cd>
<k:name>BELRAI</k:name>
</k:hcparty>
</k:recipient>
</k:header>
<k:Base64EncryptedData>
<k:cd S="CD-ENCRYPTION-METHOD" SV="1.0">CMS</k:cd>
<k:Base64EncryptedValue>

",
"1.

MIAGCSqGSIb3DQEHAqCAMIACAQExDzANBglghkgBZQMEAgEFADCABgkqhkiGOwe@BBwGggCSABIID6DCABgkqhkiGOwOBBWO
ggDCAAgEAMYIB2zCCAdcCAQAwgb4wgagxCzAIBgNVBAYTAKIFMRswGQYDVQQKDBIGZWR1cmFsIEdvdmVybm11bnQxDzANBgNVBAsSMBk
NJIVkFSUzEXMBUGA1UECwwOQOJFPTAyMDY2NTM5NDYXDjAMBgNVBAsMBU10QU1IMSEwHWYDVQQLDBh1SGVhbHROLXBSYXRmb3JtIEJ1b
GdpdWexHzAdBgNVBAMMFKNCRTOWMjA2NjUzOTQ2LCBDSVZBUIMCEQDPZHI0/Z8+GLh9yCG7gAVIMAGGCSqGSIb3DQEBAQUABIIBAA2r
5fkcjz0Ie2Hfaij261iJ16PjFVRGNZEKtTIWVRW8bxBpO/N1L3fIRg19rWGM6a415VzF10/61N1g8v02P3Kk3ZeK1/Sg1TfHB610IcxC
XDe@1Sk9VMeaotKauWu2P1xkQ7gOYNzIw9QqlGYs1lL7y4/3J+trjBVe8sY7ie5qNXTIHRLWk6GtcMHMNwaNxmAYBS1DIREks3VuQp2Q
2EKtWLWYTFvIPEYy6zFsrNpNdgqlULuGMUpboDmy9WOcMT s8G2BW57bu6E8xLI9HUKR7V6ghsoud0+7BCrvH/E3qGs2ztKaRHMbQECEWX
9b9GVumy1VgAmGgM19HTjbOqPI6k8wwgAYIKoZIhvcNAQcBMBOGCWCGSAF1AWQBAgQQRW/V+7AVZGRfVpaYscUnlqCABIID6Bd33Dal
CeJaXGdTtGOXJoZL8tzyb8 jNnROPNN9heQZz0S4m1zMdKqgKsUmfhTtdEhgNmLGyYpvch@al52e97fqLnIduBmbf@TdM9anXtmHUbTP
PpBTARTRXbdf4f5sBSjdIwTNfdHdOXxgqTcthaIEnVuBdfax/sX6d8EnpEeJHqMO114uJHr9kNf+zB21pd2wkV+I8HWK1A9inV2cyYO+E
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bswUQIM@1i3KE1lYnPyDcMkXz+c0a6lZgloFpqwyVWhKdqpgAe@zD1IPSTWpD1J1DSeBykJ9avf814439QxCe@FmnIFe8CSRLXGOoFoaN
MPZb42KSvhvtUftWhmSQdMH7FCPpg/Ng2q0Z/0P85z1JEurNIHCYtorfNBx3CBmfaGUGFN1hvFXH5Zfc5zr2r47bQ1IK1cZ5ccNsX+3
OylyaIzPrtNKtQ188ygwm7McxBhN71A2ws7hOINjpO9Yw+cAvEe5vuryI12CHb2b2cnZXONH4zwpYgAQngRO10OVCcXTXs4qnU9W7neS
a8FmB7atGCwz2SulL24i8+4zk6/BxGifk@39zTMbLaVe9Lgf431zNOWIt/AyER/9WPuIbhiXLYR6YMhk4EggPoLC8alX2n@vBubIrhom
OWIg3RFB3SO1HFNRPPLAErn+5w89412+4B+pOEf1GFKSOmsgwZgSLEZwjP8B7k2MpZITyzi0ZTagUPjRIWUVig/NKdwaneAGKELNWYG
OHUKrDERVNxg10iXHO4kHRQItJ/arNeKuDy23L9dEXWNCOIXY5q8GIWICbPk12nUTKqcaM5tIpRLA81PddZRmPolv8d1Mk8g3AaoHj4
bGTvgpQeenHmdugCQeVmpGtBsTb4QGtIFRxbaY1IIwSQO3Gqy5SGW5157VIGYVYWXESF7GrMrpnim1q@iDTERSXVEtWONmOpQpmOwzK
€c95eYB1UbFUBACTNCfYhgM+LfJtmU1DPODBBbmYBFCJI+X6XRj/IWhZfGWNLjNORwzCc27I9FOwA6yGOF cNcMISDpKeuDgqseTDE8ZFeNj
gQ8rT6cyenuOuzPF7C1RE3GHVOt9ubjKi3qK6PUB08+m1kENtjAReGgKOdjikW1ICAWmBuUKcw820KQoxLIaWmvzVTeijNZoH6414pLM
GDYRFKKVmJI6Vv+sk6CyFcELQYCM+533x67uxzAw/GanlaygbslU+wdgtW+Mb6G/WrFdalDWTHR8h5AEtLC10AKegupczK1YNr2ZWmeb8
5e1gZ0SURECA0Sj2/77Pynfs/BHKARrW3wFn2R04q18TXJ7ewdDIOzA1aGI+951/NVA5NYOQBTRetCuTXTM+f3SUjOh9SWB5BIID6EMt
fYHPp11lbugAcU+kUH5p4jciWys8GwGilXpoLnpjadGZdvyQAqo3mUA321TIjIVOIwI9xIxoIUhFfq9dNf4ICO9CrXVGecro6qlLnEMuluz
c2bbL18NYLG+]/pAY80gxvOsRIL91C5belfFCUiy9CG]j/rk57iCBseguyajlerQVNVAZgBUulepcrz5A0cR6VKOVXKWbIGYY/Pjc7LH
27KFKB4KRXt70krJfVFZDDsWMhL7RwbTB/HOmpGt1IhFewrllFwlqdpQSkxQ+MVjx2TFIAKcOVeSNYxa+C8QllahZwIkb@pkpVaGxoH
ROuuIr//dqzrlLwvl6MEwW]jrAGwaFHR7IRdjE+scsuEwht2NeNEvCM9ob+UASYPhab9pexDDnC40Tupiyl9sAreqttODMiPjvutqYVSe
L8IBk5QA8j38rhnBD3p0eGhhy00SX4PIqrsp4k4JAy9eDiuuRTc9u3u4tZ/nUg7hIaup@wkuDImPG1d6ACqAytqSLoZHzBlwBdtLhOw
zYN+RwsNLJI319eMUin3nWSGMp/OLDv275PF6dbhpAFWzOXY6k3PXx6ZEgm7wt8NSIEUT1ne9uoFh7/4nQSCA+jdzbyKZnoT5s1AZZbOA
ZFgmYUtvP0oe2Nn0yJ05jqrV9SfZ0caugfodZF1ly37/G9IEU01K3rP/CvkSdStsXsn8szmTq/rf4nM2QMO3EQahX1P1V++I1lrkoRCid4
dwpF6ETrx0gwP296Cnc1Qny3zoCPwMU63eZxaGqEuN60MsI613PKvjpvDsbK2DDyoonWFckbO615NOgPCBh2F3YoVrpbGeHZ8hcSeM+
1E+yP/3tu2dj8g9+iomMVCR+vaHhwPq7N7xxDKX3NkdieHQYF9AVN200a3BvgK2o0Rgbmto473zd1kMCg3dPUBN/Xsv05vGx394Mnals
rBHbOT5CMIYgeStA7KUuFGqqfTq90oAANOThIMVa2ucimdL7aLfipYtm4dBGmT49dI70AS3fI0C302ZWwiMI1BSUD1IFhHSKsi5rp6ulezZ
C/wK49s10aAnPhAITcZp3gxKV7YGXjeF919/0WOZMRPriQUdwV65bUGYY7iPLop0JI5Dt07B9zprTu+s9X3Biz1CG/e34weS5AX6WZK
66BPNFgfB/9I177yWzM+VSrjEoNLIM3gLrIvXXdJQnswk5n/aNcq85FEYV97QxMOGSvpNrqrPDev037mGdVYnwEfIgMnwZMSnU7MWs /
ee5wLscPnIBtaMmpoLhiDMtj4S6iCfk1lsk3mg+OMFGAtrwezDSOUIIReuqljISmz+YBXw8K2pbGaXvXa7+QbuvFo2iD/tgoIyBUqIBI
IDQGRkFGo9rwCBmaprqV/jfeYhtlqi3JkOD5wL12IRxvKFet50cs/VYVBwgmgf2jwnQAUBI172aX+TNCWOFURNZdN8WTVGiplndHW+R
PB9B1Gb4PAuqp5RkaQSrQMCOwWVOCubUma2ITfvtd+xrFyHzsZeiZfu4QspFJliyr+jrilisJX1KQEei+5tnyyJclj/M6xtxjDhNoUOoH
GguZalmjLi/y+mGODONZ4Z+A/ACAAHQCObTPAN/ZYZakswCTZdtor77bZmiokR817VXkFNO/I8BAd1laob3yFwIwyZiArXNB/LLIE3NS
pUl+Gj42CC4AMcQU7ntujMOgKcFxr9i@INOKYHitIJEqQPiMcTFFSICAbCVOiNinLdcYNyp2vTNIOalPI769bFwrktyEGHN90tB4gxeV5I
zItNUXCVdgKTTWINHWDe9BVHsUB6PozeidwjATFVbKA3FAYrcFX50uB1XiIW282CRPs7F /xgKYBWF8]j+PwR/vYyFcKkKOKWVEfbNfKa
zvLwMT+11EKIuaTbMc9HpQzOTAWLWStNgZLc+p+4Eivzm/5/RoBasx8FkHLUS5qz/QYF70jqbY8qVL9iBIIBj2MutrHpH13YgzuqYZgF
KYT7TR9/tri86ntK82VIeqVAIRk1G++smPaoZ3juE+TWdacQBuUYA/FB7iMa6oopox7HA9EKx4CT4EMC1KAY4QZS+gFEjeRSvmmCO5W6
LChwkSGeKTkEoLcCjvQTSCq51Kk1lyYJaopS/STpfMHMZInMHph/23FLunmzDAn30z4Ziviyp44tSayeADOHaiUWKxDow4i6ICMGmIZb
XMTuylglcei+Ns5+BDdNSAaIz+b5iUg2yRTTmX1Wm6aS8vuMmstseobPKMchgmUMCDhe+XZsFZvnZFSZrbg/QFK5mq40z24HQJyB10m
0INvVO6CD+eVpq2cyVMi6/Trc5060vU59Q805bzfh21bE8YUB5fj7cD1rZ70/KJIz8CbZs8MGILk1lcmHZCrNtu8GoglP6/0mWPIXCIPQH
PHVLJIJLEZU1HX3f0+iCPhIk9KfUmVOhIpeCZ1z1Y0OdaCEaR4Jy/d3+myBknjNwQyBheJ02SymdUPOTA4FTNWN1ORAAAAAAAAAAAAAAA
AAAAAAKCAMIIFNzCCAX+gAwIBAgIUP/4YzONgA+XwmXiRPztppYqwKowwDQYJIKoZIhvcNAQELBQAWTjELMAKGALIUEBhMCQkOXGTAXBE
NVBAOTEFF1b1ZhZG1zIExpbW10ZWQxJIDAiBgNVBAMTG1F1b1ZhZGlzIES5VvIFI1bG1lhbmN1IE1DQSBHMZzAe FwOXxODAXMDkxMjM2MzVaF
wOxO0TAXMDkxMjQ2MDBaMIGoMQswCQYDVQQGEwICRTEbMBKGALIUECEWSRmVkZXIhbCBHb3Z1cm5tZW50MQ8wDQYDVQQLDAZDSVZBU1MxX
FzAVBgNVBAsSMDKNCRTOWMjA2NjUzOTQ2MQ4wDAYDVQQLDAVITKFNSTEhMB8GALUECWWYZUh1YWx@aClwbGFOZmOybSBCZWxnaXVtMR8
wHQYDVQQDDBZDQkUSMDIWNGY1MzkONiwgQ@1WQVITMIIBIjANBgkqhkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEA39Ps9rkAUThkx4bTeQ
jbjb3rwljbqQ/TdSzHF6LB8Ni11CFiFhvtvOynQMAgmFVZrtKalS6pICCGkAYZjihTUNECI8TyLmO/H1x22kv4mKHSAS5ZWzoBgNhP4wW
SxWA8zzw/ky4K/AVThphMb18jx0gxj09Itgt3P66GYAUVUr7yGvyqu3EHRqYYra2TrotjaXgSYvSHXFFGwP9eUulsPoZKCGdnRKLry
Z59E6mk4BIckbHb6TYdSTE6hbM1SUOGUTRO4PX6rDAEMBAGSIcx1g4rorMLvQeIcRz1SKLYYc1K4V1IR7ZLUc9Pcp97Q8rApuRhz3jypuU
pbEz3y@dMLCMoowIDAQAB04GXMIGUMBBGA1UAIWQYMBaAFHyxpygwF31lyemieahkP1m6hNcg+MDOGCCsGAQUFBWEBBDEWLzAtBggrBg
EFBQcwAYYhaHROcDovL297jc3BkZXYucXVvdmFkaXNnbG9iYWwuY29tMBOGA1Ud JQQWMBQGCCSGAQUFBWMCBggrBgEFBQcDBDAdBENVH
Q4EFgQUMbOKMF+AIE6+swgiFpKdawjBzZkewDgYDVROPAQH/BAQDAgXgMABGCSqGSIb3DQEBCWUAAAICAQAF1skbegXU2gaRX81XAyVM
sPkGMhDIWNP1/xSYPD8ZfKPgicIXW/WpL1YjxM9r1z12y4gNABGpf/pIPlefsIILHFfX5NbNrGUuO@qdRoc1AIDtQDT8uqjBokfNXyqgba
rxHIStpH1AFM13YTzv5E+zPsN1yN4AWIb+66xYPOItjQm5YIKmt9aJE9QtGCY/Sy7SPaWjEwMquwd6gASNQBPWZP/dnRnsEfPXdEVP+h
vszhtIUVFfmOzmTODwyNSDkS6iLwY7gDojhcP+MyFswFiW7A/LwyZKziW3vHOWAMXGFCjhWBm8hOYmalmHdSeSDOxCs4aD6gnv/YyTv]j
DDAwv+kwknfjSiTZgYYgsXEfzXcObDPo+t1S0oqOpNBXPk1KzD6PrLozSAIbS2eoxcQI8fulLEIN7XdBKTOSTj9+UVyEv1GzBOprFoK
+kFjgQtr+lcth63delGILHZFyLZXVOK1QN21yDj46eayHWhYtud9shVo5cavU41+YBOFm8ZVRKD/mG3pX+opBTIgHESLfHznKLg8bI+
bVucibtgwoSSInZ0zI6SRU/gulK9mCsPIIjpAxuAF6LYRBsqubgR3u@alnhL/LkZTX1IMcmEVKO43UOTimYamhuE1EWz6IfNui8pPLZ7
gALGLESkJIN@aA54XmbP6t0Xbal6Nf1MfMHOIViWKI8WAAMYICMjCCAL4CAQEWZ jBOMQsWCQYDVQQGEWICTTEZMBCGALUEChMQUXVVV
mFkaXMgTG1ltaXR1ZDEKMCIGA1IUEAXMbUXVVVmFkaXMgTm8gUmVsaWFuY2UgSUNBIEczAhQ//hjM4A2AD5fCZeJE/02mlirAqjDANBglg
hkgBZQMEAEEFAKBpMBEGCSqGSIb3DQEJAZELBgkghkiGOwOBBWEWHAYJIK0ZIhvcNAQkFMQ8XDTE4AMDMyOTEYM]jYwMFowLwYJKoZIhvc
NAQKEMSIEIEFgHTGppLogUYW2H772Hyfd3sq6Y23a6VDUvoSzRTc/MEEGCSqGSIb3DQEBCjAQ0A8WDQYJYIZIAWUDBAIBBQChHDAaBgE
kqhkiGOwoBAQgwDQYJYIZIAWUDBAIBBQCiAwIBIASCAQCINNIjARFf4fkSq2atpeqC9z3s6abj93tAKOEpXc3frjoiOWfbUIkSArKEX
FNSSVRKANw600jA@end+rgk5k68sy3xHyV8vriNh3A9cn+MMDC7POZiBIFn1MABCcYyKq9x1FVArxCbIkMIkPzGMOgx0gb/I7uWaPAgrN
AJOQrUCgWBohyW91iQNIABBT7HtybFgxSvt4EWTYshR88AICStdIHxX/Tg86UZ9ZSxgAp@BdK/6WzujpalEjAWYMeQ6MCci/ugB5Igaz
nUresgPBvgBrCOy9k3Yzjs/OTLVBp+Sx6SYG6XciVcBm7v+S1PpP8yjLpj5dLtpSE6XCMNKO/IGOTE0QAAAAAAAAA=
</k:Base64EncryptedValue>
</k:Base64EncryptedData>
</kc:kmehrmessage>
</PutTransactionRequest>
</soapenv:Body>
</soapenv:Envelope>
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7.6 PutTransaction - Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns5:PutTransactionResponse xmlns="http://www.ehealth.fgov.be/kmehrservices/core/v1"
xmlns:ns2="http://www.ehealth.fgov.be/standards/kmehr/schema/v1l"
xmlns:ns3="http://www.w3.0rg/2000/09/xmldsig#" xmlns:ns4="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:ns5="http://www.ehealth.fgov.be/kmehrservices/protocol/v1">
<response>
<id S="ID-KMEHR" SV="1.0">28</id>
<author>
<ns2:hcparty>
<ns2:cd S="CD-HCPARTY" SV="1.12">Belrai</ns2:cd>
<ns2:cd S="CD-APPLICATION" SV="1.1">application</ns2:cd>
</ns2:hcparty>
</author>
<date>2018-04-10+02:00</date>
<time>13:22:52.190+02:00</time>
<request>
<id S="ID-KMEHR" SV="1.0">71071801.237</id>
<author>
<ns2:hcparty>
<ns2:id S="ID-HCPARTY" SV="1.0">71071801</ns2:id>
<ns2:id S="ID-ENCRYPTION-ACTOR" SV="1.0">71071801</ns2:id>
<ns2:cd S="CD-HCPARTY" SV="1.1">orghospital</ns2:cd>
<ns2:cd S="CD-ENCRYPTION-ACTOR" SV="1.0">NIHII-HOSPITAL</ns2:cd>
<ns2:name>Hbépital civil de Test</ns2:name>
</ns2:hcparty>
<ns2:hcparty>
<ns2:id S="ID-HCPARTY" SV="1.0">100000001</ns2:id>
<ns2:id S="INSS" SV="1.0">10000000001</ns2:id>
<ns2:cd S="CD-HCPARTY" SV="1.1">persphysician</ns2:cd>
<ns2:firstname>Daenerys</ns2:firstname>
<ns2:familyname>Targaryen</ns2:familyname>
</ns2:hcparty>
</author>
<date>2009-11-20</date>
<time>09:09:26</time>
</request>
</response>
<acknowledge>
<iscomplete>true</iscomplete>
</acknowledge>
<transaction>
<id S="ID-KMEHR" SV="1.0">2</id>
</transaction>
</ns5:PutTransactionResponse>
</soap:Body>
</soap:Envelope>
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